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Purpose
This document should:

· Provide strategic direction to the development teams, assuring that the individual efforts of the teams are coherent within the scope of AlterPoint business needs and deployment plans.

· Provide value to AlterPoint in as much as Architecture may further the following goals:

· Increase revenue by providing additional marketable features and speeding development.

· Reduce development cost through the synthesis of existing capabilities. (Reuse)

· Reduce maintenance cost by simplifying design, reducing coupling and increasing testability.

· Provide architectural context to developers, project managers, and other team members when confronted with the question, “Why did they do it this way?” This document should provide context around the key decision points that surround implementation.

· Provide training material for new project members, imparting enough information and understanding about the project design choices, so that they are able to participate in design meetings, and won't feel as if they are drowning when they are first asked to create or modify source code. 

· Serve as "objective evidence" that the designers and/or implementers are following through on their commitment to implement the functionality described in the requirements specification.

· Provide guidance for a migration approach to implementation rather than a “big bang” approach.

Scope

This document will present an architectural basis for the strategic implementation and enhancement of all current and planned AlterPoint development efforts at this date. An attempt will be made to avoid a burdensome level of detail, leaving many of the tactical implementation details to the development team.

The document contains:

· Description Key Architectural Elements of the AlterPoint framework and product suites including:

· Framework Components and services

· Applications

· Data Elements 

· Connecting Elements

· Key design considerations made in designing the AlterPoint Framework

· Patterns and standards which provide context for development of AlterPoint products

· Technical vision for leveraging AlterPoint technology for future products

Introduction

Architectural Goals

Architecture provides guidelines for software development. In general, it should provide a developmental pattern where software developed under the pattern meets a set of nonfunctional goals. AlterPoint software should be:

· Modular, localizing the impact of design and implementation changes. It allows application functionality to be developed somewhat independently. This will:
· Allow the system to be decomposed into smaller building blocks, which can be reassembled into new applications

· Promote reusability, making engineering effort an investment, which will pay dividends with each new product

· Allow incremental investment

· Reusable, leveraging domain knowledge and prior effort of experienced developers to avoid recreating and revalidating common solutions to recurring application requirements and software design challenges

· Extensible, allowing for the easy addition of new functionality

· Portable across client technologies. The core service interfaces should support multiple client technologies such as scripting, web, and Visual Basic.

· Inversion of Control - allows the framework (rather than developers) to determine which set of application-specific methods to invoke in response to external events (such as interactive messages arriving from browsers or distributed messages from remote servers).

· Consistent. This proves essential to a large-scale application to keep multiple ways of viewing and manipulating the same data.

· Scalable, allowing the increase in functional loads over time.

· Distributable. The AlterPoint framework must support applications that cooperate across multiple computers and processes.
· Continuously Available. Maintenance, Installation and other required operations should not require a restart of services not related to the activity. For example, a component which can be installed without shutting down the server is called “Hot-Pluggable”.

· Consistently Manageable as a Windows Service – The semantics of starting and stopping the server should be available through the Windows Service Manager as a single service.

· Implementable under the time and resource constraints at AlterPoint.

In general, the architecture put forth in this document provides a view of AlterPoint products as they should be in the RioGrande 2.0 timeframe. During the RioGrande 1.1 and Nueces releases, only key portions of this architecture will be put in place. RioGrande 1.1 should have enough of the new architecture to allow the modular installation of Nueces as a product extension to RioGrande. In addition, the interfaces in the RioGrande product need to be frozen from the release of RioGrande 1.1 until the release of RioGrande 2.0. Another deliverable from this exercise will be a migration plan to hit the correct development state to achieve the business milestones.

Glossary

· Component - A physical and replaceable part of a system that conforms to and provides the realization of a set of interfaces. There is usually a straightforward way to implement a service subsystem from the design model to components that can be allocated to nodes in the deployment model.
· Event – The specification of a significant occurrence that has a location in time and space; in the context of state machines an event is an occurrence of stimulus that can trigger a state transition.
· Framework – An architectural pattern that provides an extensible template for systems within a specific domain. It can for example be a subsystem built to be extended or reused.
· Interface – A collection of operations that are used to specify a service of a class or a component.
· Message – A specification of a communication between objects that conveys information with the expectation that activity will ensue; the receipt of a message instance is normally considered an instance of an event.
· Model – A semantically closed abstraction of a system.
· Namespace – A part of the model in which the names may be defined and used; within a namespace, each name has a unique meaning.
· Package - A general-purpose mechanism for organizing elements into groups.

· Service – A coherent set of functionally related actions—a package of functionality—that are employed in several use cases. A service is indivisible in the sense that the system needs to provide it completely or not at all.

· Service Package – The set of functionally related classes and resources, which realize the implementation of a service.

· Service Subsystem – A low level subsystem whose classes realize a service. Service subsystems make up a manageable unit of optional (or potentially optional) functionality. It should be possible to install a Service Subsystem in a customer system only in its entirety. Service subsystems are also used to model groups of classes that tend to change together.

· Subsystem – A grouping of elements, of which some constitute a specification of the behavior offered by the other contained elements. A semantically useful grouping of classes or other subsystems. A subsystem has a set of interfaces that it provides and uses. These interfaces define the context of the subsystem.

· System – A collection of subsystems organized to accomplish a specific purpose and described by a set of models, possibly from different viewpoints.

System Overview

Microkernel Architecture



Figure 1 Microkernel Architecture

In order to meet AlterPoint’s architectural goals, AlterPoint will be developing product deliverables using a Microkernel Architecture. The intent of the Microkernel architecture is:

"The Microkernel architectural pattern applies to software systems that must be able to adapt to changing system requirements. It separates a minimal functional core from extended functionality and customer-specific parts. The microkernel also serves as a socket for plugging in these extensions and coordinating their collaboration."

 This architecture will promote several of the Architectural Goals. This architectural pattern is in many ways a discussion of the structural relationship between services and the microkernel and between services and other services. It is analogous to the glue that holds the system together as a whole.

In addition, services that provide the underpinnings of all AlterPoint applications will be designated as part of the Framework. These services will be categorized into two Framework categories.

· Middle Tier Framework – This Framework distinction indicates subsystems provide general services to the middle tier. These Framework components may depend on each other but not on the Client Framework categories or on application components. Subsystems like naming may depend on external suppliers, which will be considered honorary members of this framework.

· Client Framework – Components in this framework support front-end development. Examples include Web containers and JSP. These Framework components may depend on each other but externally, only on the Server Framework.

 By providing general services to Applications in a Framework Fashion, AlterPoint will further extend the ability to meet the architectural goals in an efficient manner. 

To provide these services, service subsystems will be written, bought or adopted from open source. Licensing, cost, reliability, and many other considerations will go into the choices of subsystem suppliers. In general, it is usually less expensive to buy than to build and least expensive to adopt open source. However, bought and adopted open source software by nature has a one size fits all design and may not meet AlterPoint specific requirements. Secondly, acquired solutions tend to be more heavyweight than internally developed systems. By dividing the subsystems into the following two categories, we can draw a bounding box between the maximum and minimum effort associated with Framework development. The two categories can be characterized as follows.

· General Subsystems – These subsystems are abstract in nature. They are agnostic of any schema or problem domain mapping. Abstract Subsystems are characterized by having abstract operations over schemas supplied by consumers. These components support application development in general and don’t fall in the AlterPoint product domain, or implement AlterPoint Business logic. Examples of this category are JDBC and JMS.

· AlterPoint Specific Subsystems – This Framework distinction indicates that subsystems are schema specific or, if abstract, have AlterPoint problem domain mapping. These components support AlterPoint problem domain and implement services, which may contain framework business logic, but not application specific business logic. Examples include Reporting and Licensing.

This categorization allows us to place a bounding box over the minimum and maximum development efforts required for realization of the framework. AlterPoint specific subsystems are unlikely to be found from external sources and will most probably have to be developed in house. General subsystems will most likely be available from outside sources. Since AlterPoint may choose to build these subsystems, the minimum development effort would be to develop only the AlterPoint specific subsystems and integrate the General subsystems. The maximum effort would be if AlterPoint chose to develop all subsystems in house.

Isolating these services in this fashion will allow AlterPoint to leverage an Application/Service Snap-In model. This model allows AlterPoint to deploy a limited set of components to an existing installation and install them at runtime without a restart of the existing server. Application modules that depend on previous instances of other application modules may be considered application extensions. For example if the Nueces product depends on the RioGrande installation, the Nueces specific components will be considered the Nueces Application Extension.

<Nueces Application> = <RioGrande Application> + <Nueces Extension>

The sum of the RioGrande components and the Nueces components will be considered the Nueces Application layer.

<Nueces Product> = <Nueces Application> + <Framework>

<Nueces Product> = <RioGrande Application> + <Nueces Extension> + <Framework>

In this fashion, a product may be designated as the sum of the framework components and the application components.

N-Tier Design



Figure 2 Multi Tier Design

Just as the Microkernel provides a structural view of AlterPoint products, there is a functional relationship between services. The N-Tier model provides many architectural advantages over other models and provides for a convenient division of responsibility among the services. It is an expression of the Layers pattern. The AlterPoint Application Architecture can be described as a 3-Tier Design. At this level, the primary tiers are the:

· Client Tier - Provides the presentation layer for client components that have user interfaces. In the MVC pattern, this is primarily View and Controller. Other front-end systems that consume the Middle Tier technically fit in the client tier. This tier may only depend on the Middle Tier. This tier provides:

· Rendering of applications

· Views of the Data in the Middle Tier

· Client Framework services

· Client implementations
· Middle Tier – Provides the core services to the application. In the MVC pattern, this tier is primarily model related. This tier may only depend on the Data Tier. Its fundamental responsibilities are to provide:

· Business Logic and interfaces to all Client Tier implementations (Rendering tier (Console, Thin Client, Thick Client, JAVA clients, Other language clients, Scripting clients, etc.))

· Workflow of experience through the applications

· AlterPoint Framework services

· Server Framework services

· Data Tier – Provides resources to the Middle tier. These resources may take the form of Database Management Systems  (DBMS) or perhaps other applications, which may be integrated as information providers.

· Persistence engines
· Other Back end systems
Distribution Model (Peer-to-Peer)

Because of the vertical layering of the 3-Tier model and because top to bottom seamless connection is a requirement, Synchronous communication may have advantages. Although not all vertical communication and invocation needs to be synchronous, the majority of these connections may be synchronous. Where possible, for performance reasons it may be advisable to install the Clients on a machine where they may take advantage of local interfaces, rather than remote interfaces. Applications, which do not follow this guideline, incur the risk of being fragmented and performing both poorly and unreliably. Distributing subsystems unnecessarily is a bad idea and where possible, AlterPoint applications should collocate as many subsystems on the same computer as possible. Ideally, a single installation of an AlterPoint application should collocate ALL components on the same system and the entire application should be manageable on that system like a single service.



Figure 3 Distributed Communication

The AlterPoint product roadmap will require AlterPoint to support installations at various sites, while providing the ability to centralize at least a portion of the management of those sites. In addition, several product features should view these distributes installations as a single system. For example, it should be just as easy to generate a change management report for an individual site, as it is to generate an enterprise wide change management report including several sites. Management of users, roles and permissions should also be manageable from a central location.

Recognizing the unreliable nature of lateral communication as shown in Figure 3, we also require that individual installations continue to operate even when corporate wide communication may be down. A single site should continue to run scheduled tasks even if temporarily isolated from other install sites by network outage.

There are a number of distribution anti-patterns causing fragmentation of an application and leading to the aforementioned performance and reliability problems. Fundamentally, the environments AlterPoint applications will be installed in will have limited reliability from site to site. Any architecture that does not account for that poor reliability will probably not meet customer needs.



Figure 4 Distribution Architectures

The two dominant architectures are the Star configuration and the Ring configuration. The Star configuration consists of a central, heterogeneous server, which provides services to the clients, which cannot function alone. This is generally designated as a Client-Server Architecture. The Ring configuration consists of a group of homogenous, self-reliant peers, which behave in a cooperative fashion. One or more of the peers may be designated as playing a special role such as the management peer. This is generally called Peer-to-Peer (Self-Similar-Peer or P2P) architecture.

Peer-to-Peer architectures are generally more robust. Individual peers may continue functioning even if isolated. In addition, the complexity of products with the Peer-to-Peer architecture tends to be less than that of the Client-Server Architecture. Lastly, Peer-to-Peer Architectures generally scale more easily as adding additional peers is easier than scaling the Client Server Architecture. For all of these reasons AlterPoint will be implementing a Peer-to-Peer model where Peer-to-Peer communication will NOT be connection oriented. A good candidate for the lateral communication might be message passing.

Development Platform

The Java 2 Platform, Enterprise Edition (j2EE) has been chosen as the development platform for future AlterPoint Development. Although it is likely that there will be Enterprise Java Beans (EJB) used in AlterPoint Applications, it should be noted that J2EE does not necessarily mean EJBs. There are a number of reasons EJBs may not be appropriate for solving all problems and consideration of the right technology for solving the right problem will be given on an instance-by-instance basis.



Figure 5 J2EE Interoperability

Middle-Tier Web Service Interfaces



Figure 6 Service Interfaces

The Architectural Goal of providing “Portability across client technologies” may put additional constraints on the services being implemented. Web services interfaces use a very flat signature, much like C APIs. Rather than constrain the Middle Tier services to a flat service signature, we will assume for now that the primary clients for all middle tier interfaces are in the same language as the service provider. In this fashion, the service interfaces may take advantage of fully functional object-oriented capabilities and that the Web services, when required, will be implemented as an adapter layer, flattening the service interface into a useable form for web services clients. This approach uses the Adapter pattern.

Framework Membership and the Service Model



Figure 7 Framework Memberships

In the AlterPoint model, services will be provided by components. The following Service Components will be distributed in the framework.

Middle Tier Framework

Messaging

Messaging provides the general ability for AlterPoint components to communicate in an asynchronous fashion. Messaging components support a very extensible model by abstracting clients from transport issues. In distributed systems, messaging is the fundamental way applications handle the availability problem. Messaging can support both a broadcast and P2P mode with the ability to publish and subscribe to the message buss. Messaging services are the typical implementation used to support distributed event notification systems.

Component Management

Component registration will allow AlterPoint to deploy new features that did not necessarily exist at the time of the initial development. New components should be deployable at runtime without the restart of the current instance of the server. Although Component Registration is at the heart of this ability, other layers may have to participate in this Snap-In style registration process.

Peering

Provides the primitives to support Peer discovery and Peer Broadcast.

Resource Management

Connection Pooling

Provides high availability of connections by reusing already initialized connections from a pool.

Thread Pooling

Provides high availability of threads by reusing already initialized threads from a pool.

Object Pooling

Provides high availability of pool-able objects by reusing already initialized objects from a pool.

Persistence

Provides services to support data persistence. The desirability of particular implementations may depend on the requirement for complex joins.

Security

Four principals are considered core to application security:

· Authentication is the process of proving the identity of a user with credentials.
· Authorization is the process of checking access to a set of resources.
· Confidentiality is the protection of access to information through obfuscation.
· Integrity is the validation that data has not been modified or corrupted.

UserManager 

The UserManager Service provides the user identity and authentication services for the AlterPoint Framework. Users are created, deleted, and their properties modified (including password) through this service. Additionally, role authentication and management services for the AlterPoint Framework will also be provided. Roles are created, deleted, modified and mapped to users.

Security Manager

The Security Manager manages the associations between Users, Roles and information resource access permissions.

Application Context Manager

This service is separate from the view session provided by typical web services containers. Most of these propagate session information explicitly via parameter passing. The concept of session must underlay all activities in an AlterPoint application. The Server Session Service provides implicit context to all calls within server scope. There should be an implicit association of activities to entities such as Users, Roles, Tasks, and Schedules for example. Rather than using explicit passing of this data, the AlterPoint model will provide the capability to implicitly propagate this information with all activity in the Application. The core of security lies in integration with the Session/Context. 

The following items will be available from the Session Manager

· Authenticated User Information

· Schedule information if the current thread of execution is under the scope of a scheduled Task

· Task information if the current thread of execution is under the scope of a Task

Encryption

Encryption services will be provided for other services to obfuscate their data and support the data security and licensing models for the system.

Workspaces

Provides the ability to customize views into the data depending on one of several parameters. Users, Roles and Categories are examples.

Task Management

A Task is a logical unit of work that can be managed by the end user. Task management consists of several core services as well as several participating services. Task Management can be broken down into the following core features.

Task Dispatcher

Provides the interface through which Tasks are invoked and managed. The following capabilities must be implemented.

· Asynchronous invocation of target classes (potentially on distributed targets)

· Session propagation

· Management of Running Tasks

· Task Status Query

· Task Traversal

· Task Signaling - for cooperative management

· Task Interrupt – for non cooperative management

Scheduler

Provides the interface for the delayed recurring execution of Tasks in a calendar driven style. (This may be very chron-like in nature). Tasks will be scheduled with initial invocation time and recurrence data.

Administrator

Provides for centralized management for AlterPoint application configuration details exposed in the interface to the middle tier.

Preferences

Provides application configuration and persistence through the file system, including bootstrap preferences.

Distributed Event Manager

Provides asynchronous notification in a publish-subscribe or point-to-point manner.

Transaction Manager

Provides the infrastructure to support transactions in a 

Naming

Provides resource lookup and registration

Web Services Adapters

Web service adapters provide external access to designated AlterPoint services in an industry standard manner. Rather than hamstring the service interfaces with the additional requirements to make a good web service, an Adapter pattern will be use to flatten the interfaces for external consumption in this manner. This keeps the most frequent users of the services using them in an efficient, easy fashion, while still providing external customers access to the services. Web services are advantageous in that they are platform independent and can be accessed remotely, across most firewalls.

License Manager

Fundamental to the AlterPoint business model is the ability to control the use of AlterPoint products. Licensing supports the ability to release/unlock both the application features and the extent of feature coverage. For example, a product may not be licensed to perform the task or it may be licensed to perform the task on only a limited number of targets. Licensing will be one of the places where AlterPoint applications interface with the AlterPoint sales model. In particular, AlterPoint is interested in supporting licensing around the following parameters in a distributed environment. The latter constraint may require us to implement lease like semantics driven from a central enterprise license key.

· Time – A date after which the application license will expire.

· Device Count – Maximum number of devices with a buffer zone the application will manage.

· User Count – Maximum users the system will support.

· Feature Activation – A subset of all available features will be unlocked by the key.

Distribution Support

Supports the distribution of application features across several remote servers.

Reporting

This system provides specific support for report generation from application data. The report service will in general provide the report data in a portable data format, which may then be post processed for display. XSLT is a good candidate for transforming report data into a viewable format.

Alerts

Provides notification services under certain asynchronous conditions such as errors.

Logging

The logging service provides services to a number of clients. It Provides:

· End user Logging to support the “System Tab” in AlterPoint Applications

· Development Logging for application debugging

· Content Development Logging for adapter development debugging

· Log report sending for Support

Client Framework

Linking

For Web Clients, this allows textual references to data objects to be linked. For example, a mention of the Device “Finance Router”, when clicked on could send the browser to a Device Detail Page for the “Finance Router”. This component abstracts the instance specifics (machine, virtual directory, etc.) from the linking of objects in the UI.

Administrator View

Provides a common view into the entities exposed by the Administrator interface.

Bean Caching

Provides caching services to increase application performance.

Internationalization

Provides services to make the applications locale independent while supporting local specific constructs.

Layout Manager

This component allows the Web UI to be organized into a set of visual regions and allows the handling of UI events to be routed to specific region handlers. This model is similar to the Windows model of subdividing a visual area into event handling child windows with message event loops. Helps assemble visual components together. It allows application renderings to be assembled in a template like fashion, creating silos of technology and a very control oriented structure. Integration between this and the microkernel configuration will allow this to be very registration driven.

Page Management

Supports the flow of applications from screen to screen

Web Session Manager

Because HTTP is natively a “stateless” protocol, there is a need to associate some state to a particular user session. For example, on an Internet sales site, how do we keep track of the contents of a shopping cart and associate the correct shopping cart to the user during checkout. These services will be provided by the Web Session Manager Component.

Application Logic

Change Management

Version Control

Will store, retrieve and version control document trees in a schema agnostic fashion. In addition, it will provide schema nonspecific search capabilities such as regular expression and xpath queries of managed data. What visibility the service provides to the stored data will only be through registered document schema.

Device Administrator

Allows the management of managed device state by marrying Version History to the Network Model.

Inventory Import

Provides the ability to import data from a variety of formats (supported by registered Import Adaptors) into the AlterPoint Framework.  Each of the components also provides an interface for choosing the schema mappings and transformations.

Network

These services encompass the set of services required to interact in the AlterPoint problem domain related to network device management. The network services represent the mapping from the AlterPoint system to network device and protocol specifics. All understanding of the network devices and protocols are part of these service implementations. It is through these agents that the AlterPoint system manages utilization of network resources.

Network Model

The Network Model provides modeling of devices in the network. It also exposes all of the actions available on Device and Network related objects and must provide enough functionality to answer the relevant business questions about the network being modeled. In RioGrande, the network model provides a continuous reflection of the current state of the network nodes, driven by SNMP traps, device backup and network polling.

Device Adapter

Provides a Device non-specific abstraction for interacting with devices and support for the management of device specific implementations. In addition, this service contains all the logic required to map Network Elements to the Device Adapter that corresponds to their Make/Model tuple. This service is able to disambiguate Network Elements from the Network Model and match them to specific device adapters. Device adaptors implement AlterPoint’s Device Adaptor Interface, which allows the system via reflective interface to determine administrative operations that are available to the device.  It is through these administrative operations that AlterPoint is able to provide Change Management to end-users.

Network Discovery

Network Discovery is form of inventory import whose source is direct query of the network devices.

The Network Discovery service allows the AlterPoint system to discovery new network devices not inventoried in the Network Repository. This services works together with the Network Model and Device Adapter Service to drive the identity resolution of each of the network elements inventoried to their least level of ambiguity. The Auto-Discovery service uses techniques like ICMP, DNS Zone Transfer and RARP to help identify possible new Network Elements.

Network Access

Provides an abstraction layer above all of the supported network protocols.

Protocol Agent Manager

The Protocol Agent Manger acts as dispatcher to a fleet of protocol agents that interface which the network on behalf of the AlterPoint system.  Requests come to the Protocol Agent Manger and then the Protocol Agent Manger determines the current level of network and processor utilization before signaling the appropriate protocol agents to service the request.   Device interactions specified in the Device Stencils are translated into Protocol Agent Manger requests services by Protocol Agents.

Protocol Agents

Protocol Agents implement an abstract request response interface in a protocol specific manner that allows the AlterPoint system to interact with network devices.   The current set of protocol agents supported by the AlterPoint system includes: Serial, TFTP, Telnet/SSH, and SNMP

Network Transaction Manager

Allows changes in the network to be handled in a transaction like fashion and allows those transactions to be integrated with a Transaction Manager.

Tier Membership and the Service Model



Figure 8 Tier Membership

Slicing the framework services in the tier model provides another view into service responsibilities and restrictions. Adding the overlay of the Web and Application container boundaries shows the distinction between the Client Tier and the Web Container. Business logic may be contained within the Web Container while still being a member of the Middle Tier.

This distinction along with Container membership will determine the outward interfaces exposed by each Service. Certain tiers limit the type of outward facing interface allowed.

Since the Client tier technically includes any theoretical last client whether or not it is the end user or another system, external interface design is not relevant. The middle Tier on the other hand must provide outward facing interfaces that meet certain restrictions. In general, remotable interfaces should not be too fine grained or they will perform poorly.

Problem Domain Details

Definition of Configuration Management

IEEE defines Configuration Management using the following model:
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“Configuration is the process of identifying and defining the items in the system, controlling the change of 
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Configuration Language CL

The following abstract definition defines a model for specifying what AlterPoint generally refers to as configuration domains.  A configuration language CL can properly model these domains.  The model is defined by the following set of definitions:

Let CL:

{
A configuration namespace ΝΙ:

{
· Set of all configurable items within a logical configuration namespace: {configuration items}  

· Identity function for the items of the namespace Ν: ΙΝ (configuration item) ( configuration item id
· A comparison function ΓΝ (configuration item id1, configuration item id2) ( true or false
· Enumeration function ΕΝ (Νσ) ( {item id} for the current sub-namespace σ
}

A sub-namespace ΝC of ΝΙ:

{

· Set of all configurable elements within a logical configuration element namespace defined by each item of ΝΙ: {configuration elements}  

· Enumeration function EC (ΝC) ( {configuration elements}

· Identity function for the items of the namespace ΝC: ΙC (configuration element) ( configuration item id
· A value function ΗC (configuration element id) ( configuration value

· A comparison function ΓC (configuration value1, configuration value2) ( true or false

· A value assignment function ΡC (configuration element id, configuration value1) ( true or false, if true ΗC (configuration element id) ( configuration value1

· A difference function ΔC (configuration item1, configuration item2) ( {configuration elements}, the set of configuration elements such that ΓC (configuration value 1, configuration value 2)  = false

}

}

ΝΙ generally defines the model for logical configuration namespaces and ΝC forms the basis for the device particulars captured by the schema specified by the Device Stencils.  By defining the Configuration Domains in this general way, the AlterPoint system can be free of any domain specifics.
Design Details

J2EE Application Container

For the provider of J2EE Services, the JBoss 3.x J2EE application container has been chosen. There are a number of considerations that went into this decision, including:

· Cost

· Reliability

· Performance

· Adheres to Industry Standards

· Available expertise in the work force

· Available Documentation

At the time of this writing, 43% of J2EE applications are using JBoss as their Application Container. The next nearest competitor is only 29%. In addition, at least 9 of the 11 services provided by JBoss will likely be used by the release 2.0 of the RioGrande Product.

Component Management (JMX)

· Interfaces Implemented: JMX

· Patterns Used: Microkernel
· Component Dependencies: JMX Microkernel, Services must implement JMX management interface



Figure 9 Component Management Interface

This component provides for the management of “Pluggable” components. Any services may specify this interface for implementation, without explicitly showing this in its drawings and text. This interface is core to the Microkernel Architecture. Conveniently, not all services need implement it immediately and a migration plan for eventual full adoption can be followed. The JBoss Application Container provides this feature. For particulars of the interface implementation chosen, see the JBoss JMX documentation.

Preferences

The preference manager subsystem is for providing easy access to configuration data from within the system. Unlike deployment descriptors, these preferences are settable programmatically and persist from reboot to reboot. The API was designed to provide the most commonly used access types without loosing generality.

Preferences are distributed into problem domain related flat namespaces called preference spaces. A preference space can store and retrieve three types of data entities by name:

· preferences – name value pairs

· preferenceLists – named unordered lists of strings

· preferenceElements – named xml elements which may have arbitrary format.

Messaging (JMS)

· Interfaces Implemented: JMS, JMX
· Patterns Used: Bus, Forward-Receiver, Publisher-Subscriber


Figure 10 Messaging Components

The messaging service is provided behind the JMS interface, which abstracts the messaging clients from the service provider. Although there are many available JMS messaging providers, the JBoss 3.x J2EE application container provides an implementation of the JMS provider and that will be used in AlterPoint applications.

RioGrande 1.1 Session Manager



Figure 11 RioGrande 1.1 Session Propagation



Figure 12 RioGrande 1.1 User Identity

Event Manager

· Interfaces Implemented: Event, JMX
· Patterns Used: Publisher-Subscriber, Layers, Mediator, Topic Based Event Delivery
· Component Dependencies: JMS
The EVENT subsystem is a general notification system serving several needs. It provides for the general advertisement, to internal and external sinks, of conditions occurring in the AlterPoint system. It provides for the notification of interested distributed subsystems when internal and external conditions matching arbitrary requirements occur.

The Webopedia defines event as follows:

“An action or occurrence detected by a program. Events can be user actions, such as clicking a mouse button or pressing a key, or system occurrences, such as running out of memory. Most modern applications, particularly those that run in Macintosh and Windows environments, are said to be event-driven, because they are designed to respond to events.”

This type of event will be represented by event in all lower case. During spoken discussions, they will be called “small-e events”. We will distinguish these from logical, AlterPoint events, which will be represented by EVENT in all upper case. During spoken discussions, they will be called “big-e events”.

Following are several well known patterns used for event systems.

· Coupled - Specific

· Observer Pattern
· Java Beans Patterns

· Bound Property Pattern
· Multicast Event Pattern
· Unicast Event Pattern
· Constrained Property Pattern
· Vetoable Property Pattern
· Decoupled - General

· Mediator Pattern for decoupling the event service
· Distributed

· RMI distributed event server
· Topic Based Event Delivery
· Related Patterns

· Reactor
· Proactor
· Asynchronous Completion Token
· Acceptor Connector
The AlterPoint EVENT management subsystem will provide a distributed, manageable, event interface. A partial list of event sources include:

· Assorted Subsystems

· Agents

· SNMP Traps from:

· Devices

· Trap Servers

· Syslog entries from:

· Devices

· Syslog Servers

· JMS Sources

· HP Open View, etc.

A partial list of event sinks include:

· Assorted Subsystems

· Agents

· SNMP Traps to Manager of Managers

· Syslog messages to Syslog servers

· Windows events to Windows Log

· Mail Notification to Recipients

· URL Post to trouble ticket or CRM

Clients for the event service may:

· Raise Events

· Register to listen and receive events

· Register event transformations (post RioGrande 1.1, if necessary)

· Associate rules with transformations (post RioGrande 1.1, if necessary)

· Support Topic based events with hierarchical topics

· Be distributed across a network.

To provide a little notation for clarity

Let 
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 be the set of all detectable occurrences or actions 

such that: 
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Where EVENTS, known as “big-e events”, are AlterPoint events

And events, known as “small-e events”, are all external, non-AlterPoint events.


[image: image8.wmf]å

=

=

F

N

i

i

D

0


where 
[image: image9.wmf]i

D

 are event domains


[image: image10.wmf]å

=

=

i

M

j

ij

i

e

D

0


where 
[image: image11.wmf]ij

e

 is the jth event in the ith domain

The AlterPoint event framework will consist of the components used to manage the subscription and un-subscription of EVENT listeners. It will also provide for the raising of EVENTS. Whenever EVENTS must be converted to events or events must be converted to EVENTS, EventAdapters must be written. The purpose of an EventAdapter is to transform events from the EVENT domain to and from the event domain. EventAdapter mapping is not required to be 1:1 in cardinality and in addition may do things like aggregation over time.


Figure 13 Event Framework

The implementation of the AlterPoint event subsystem follows the Layers pattern, using the Messaging layer as a transport layer. This layered architecture is very similar to the use of layering in the OSI network model.



Figure 14 Event Layers (Implementation)

Subsystems can raise and receive their own events, or register rules and transformations to convert events from one type to another, allowing unrelated subsystems, which might not even have existed before, to interact in a configurable manner. A slightly more complicated usage can be shown in Figure 15.



Figure 15 Event Manager Example

In order to provide a subscriber connection to the JMS message bus, we will be using an Event Subscription Multiplexer (ESMUX, See Error! Reference source not found.). The ESMUX is an MDB listening to all events on the AlterPoint Event Bus. When an Event Subscriber registers with the Event Subsystem, it must provide an Event Selector in the form of a series of Regular Expressions associated with a set of Event Properties as well as an implementation of the Event Subscriber interface. The event subsystem will assign a channel to the subscriber and register the Channel and Event Selector in a collection of other Event Selector Channel pairs. A Channel is the Event Notifier P2P Message Queue along with a Subscriber ID associated with the registered implementation of the Event Subscriber interface.

In this manner, The Event Source raises an Event. All standard JMS message subscribers on the AlterPoint Event Topic get to respond to the event. In addition, the Event Manager Rules Transform Engine gets a crack at transforming the schema and properties of the event message and reissuing a JMS message based on the transform. The event Subscription MUX MDB receives the Event, compares the event to the event selectors in the collection, and reissues a P2P message along with a Subscriber ID to the Queue of the Event Notifier MDB for each Event Selector that provides a match. The cardinality of the subscribers is handled in this way. For each Channel Message sent, an Event Notifier MDB will notify only the subscriber associated with the corresponding Subscriber ID of the channel. In this fashion, the Event subsystem becomes a highly scalable, multithreaded, notification dispatcher.



Figure 16 Event Manager Components

Alerts

TBD

Log Manager

· Interfaces Implemented: Logging, JMX
· Patterns Used: Pipes and Filters
· Component Dependencies: Error! Reference source not found., Log4J



Figure 17 Log Manager Components

The Log Manager serves many clients. The end user of AlterPoint applications, application developers, content developers and support for example. The Log Manager’s responsibilities, distributed by client include:

· End User

· Contextualize user relevant events and information for the end user

· Persist those events and information in a local agnostic fashion

· Provide access to those events and information in a local specific way (localize on view)

· Application Developer

· Contextualize developer relevant events and information for the developer

· Seamlessly integrate those events with the user contextualized events

· Persist those events and information in a local agnostic fashion

· Provide access to those events and information in a local specific way

· Hide these events and information from the end user to protect the proprietary nature of the data

· Content Developer

· Contextualize content developer relevant events and information for the content developer

· Seamlessly integrate those events with the user contextualized events

· Persist those events and information in a local agnostic fashion

· Provide access to those events and information in a local specific way

· Support

· Seamlessly integrate all Contextualized events and information

· Deliver those events and information to Support in a local agnostic fashion

· Provide a local specific view of the delivered events for support.

· Ensure the confidentiality of the data during transfer.

There are several additional complications to the problem. The first is that third party libraries use both Standard IO and Log4J directly. These information streams could be valuable for all varieties of debugging. The three standard streams in Java are System.in, System.out and System.err. When configured by default, they are used as shown in Figure 18. Using that configuration, a great deal of information is lost.



Figure 18 Standard Input, Output and Error

Instead, the Log manager will use Standard IO Interceptors, based on the Pipes and Filters pattern to tap these information streams and record the data into the Log Manager as shown in Figure 19.



Figure 19 Standard IO Interceptors

The Standard IO Interceptor handles the Standard IO from external libraries but does not intercept the Log4J entries. For the Log4j entries there will be a custom appender, which translates Log4j entries into Log Manager Entries. The log4J configuration will be controlled at runtime to include only the custom Log Manager Appender, which intercepts the Log4J entries. If needed for in-house development, the Log Manager will provide additional configuration capability for log4j, only available in house.

OPEN DESIGN ISSUES:

· Detailed Log4J interception

· Log Manager Distribution

· Overall data flow

· Internationalization integration

· Interface design

· Persist design

· Data design

· Logging Notes

· 1.) Appender for Steve

· 2.) Topic Level/View Filtering for logging

· 3.) Transaction Logging

· 4.) USERDEBUG -> Should provide end user debug information

· 5.) Native format for XML 

· 6.) Robust

· 7.) Showing Deep Logs to end user

Extended Business Methods Interface Pattern

· Patterns Used: Proxy, Abstract Factory, Façade


Figure 20 Business Layer Service Framework

All AlterPoint business layer services will provide access through Business Method Interfaces. These service interfaces will be used to abstract the client code from the implementation details of the specific service. In combination with an Abstract Service Factory, the client will be further abstracted from the implementing technology, even to the point of not knowing if the service is being provided by an EJB (JNDI lookups can be inside the factory, etc.). Notice the Client’s dependencies are only on the ServiceFactory Interface and the Service Interface. Note in particular that the SessionEJBServiceFacade contains an instance of the ConcreteService, when a ConcreteService exists. The reason for this will become apparent in the section on Security. Service Interfaces may be realized by a ConcreteServiceEJBs, ConcreteServices or SessionEJBServiceFacades. This is an extension of the Extended Business Methods Interface Pattern
. An additional consequence of this pattern is that implementation of EJB versions of Java services can be done on a service-by-service basis, making migration easier.

Security

· Interfaces Implemented: Security, JMX
· Patterns Used: Proxy, Layers, Abstract Factory, Façade
· Component Dependencies: Error! Reference source not found., Log Manager, JBossSX

The following are assumptions of the AlterPoint security model:

· A user is a named set of credentials.

· A role is a named set of system resource specific access permissions, defined for an application.

· A user can be a member of 0-N roles per Application.

· DeviceAuthority has a static number of roles.

· A users total set of system resource access permissions is the union of the system resource access permissions of the user’s roles.

· Access to a resource happens in two phases, Authentication and Authorization

· Authentication happens at the entry to the system.

· Authorization happens at the access of the system resource.

· Authorization is important at rendering time, to prevent exception conditions and enhance end user experience, and at system resource access time.

· DeviceAuthority access permissions fall into two categories, Application Access and Device Access

· DeviceGroups are named groups of devices.

· A user can be a member of 0-N roles per DeviceGroup.

· License Limits may limit access to system resources. 

· System resource access permissions are a function of Roles, DeviceGroups, License Limits, Feature Types, Actions within the application, and Operations on devices.



Figure 21 Role Based Authentication and Authorization

The AlterPoint security model will be largely designed around the underlying support of the Java Authentication and Authorization Service (JAAS). JAAS provides an abstraction layer, which hides the client code from the underlying implementation of authentication and authorization. For example, the client code could use a service where the underlying authentication changes from a local DB to a remote Kerberos service without changing client code. JAAS implementations in J2EE use a two-phase model. The first is Authentication and the second is Authorization.

The Authentication phase is accomplished with Pluggable Authentication Modules (PAM). AlterPoint applications will provide a number of PAM modules. At first, only an implementation that exposes the current DB driven principal management (UserManager) and a configuration file driven version for test will be provided. Eventually, versions supporting MSV1_0 (Windows 2000 local), Kerberos (Windows 2000 Domain Controller and many others) may be provided. 

In combination with JAAS, J2EE compliant Web Containers and J2EE compliant EJB Containers provide transparent authorization of requests using Security Interception Layers. The security interception layers provide a declarative model for the administration of policy.

Although they follow the same pattern, the granularity of the Security Interceptors is different for the Web Container compared to the EJB Container. The Web Container Layer allows for declarative security based on URL patterns. The EJB Container allows for declarative security at the level of the EJB Method.



Figure 22 Security Interceptor Layers

Since AlterPoint’s applications may be providing service access through Java Classes instead of EJBs or Servlets, the already provided Security Interception Layers are inadequate. For those services, AlterPoint will extend the Service Interception Layers approach to Java Service Interfaces. The easiest way to do this is to use the Session EJB Façade pattern and leverage the existing EJB Security Interceptors. In this pattern, The Java Service Interface will be wrapped with a Session EJB, implementing the same interface and passing the calls through to the underlying service. See Figure 20 for details of the Extended Business Methods Interface Pattern. This will unify the security management of the entire business layer and provide an easy migration path as adoption is on a service-by-service basis.

Steps to Enable Authentication under JBoss

1. Add an <application-policy> element child to the <policy> element in the $(JBOSS_HOME)\server\$(JBOSS_CONFIGURATION_TARGET)\conf\login-config.xml file as shown below in Listing 1 and Listing 2.



Listing 1 <application-policy> Outline



Listing 2 <application-policy> Detail

2. kjhlkjh

Web Container Role Based Security Usage Pattern 1

In the case where role information is used to influence rendering of UI features, the pattern shown in Listing 3 should be followed.



Listing 3 Servlet isUserInRole Usage

UserManager

Initially principal management will be provided by an in-house written principal management service. This service will provide for the creation and deletion of users and for the modification of user properties, including password (primary credential). Principals can include a user, group, resources, or components. Together, a user and the user’s roles include the total set of credentials and information resource access permissions associated with the user.

PrincipalManagerLoginModule

The PrincipalManagerLoginModule is a PAM that will provide integration between the abstract JAAS authentication framework and the concrete UserManager user/role repository.

Security Manager

Initially, the security manager may be nothing more than the declarative security capabilities of JBossSX under the J2EE Container guidelines. These declarations create the mapping between roles and information resource access permissions.

Application Context Manager

This service is separate from the view session provided by typical web services containers. Most of these propagate session information explicitly via parameter passing. The concept of session must underlay all activities in an AlterPoint application. The Server Session Service provides implicit context to all calls within server scope. There should be an implicit association of activities to entities such as Users, Roles, Tasks, and Schedules for example. Rather than using explicit passing of this data, the AlterPoint model will provide the capability to implicitly propagate this information with all activity in the Application. The core of security lies in integration with the Session/Context. 

The following items will be available from the Session Manager

· Authenticated User Information

· Schedule information if the current thread of execution is under the scope of a scheduled Task

· Task information if the current thread of execution is under the scope of a Task

Extended Attributes Framework

· Framework Dependencies: Criteria Framework


Figure 23 Attributes Framework Classes

The Extended Attributes Framework classes provide a consistent way to map assignable key – value pairs to services. This pattern is very similar to the java.util.Properties class. For details, see the documentation
.

Criteria Framework



Figure 24 Criteria Framework Classes

The Criteria Framework provides a query-like interface between external consumers of middle tier services and the internal data structures. The main classes are as follows:

· Criteria aggregates the set of criteria related to the particular query. The types of criteria are:

· Selection Criteria
· Ordering Criteria
· AttributeHandle – is an implementation nonspecific reference to data.

· Operator – Provides an implementation nonspecific reference to a logical operation.

· Order – Provides an implementation nonspecific reference to ordering.

For details, see the documentation.

Device Operation Manager
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Task Dispatcher

· Interfaces Implemented: Task Dispatcher, JMX
· Patterns Used: Client-Dispatcher-Server, Layers
· Component Dependencies: Log Manager, Error! Reference source not found.


Figure 25 Task Dispatcher Components

The Task Dispatcher is a distributed asynchronous event system. Clients of this system can invoke asynchronous tasks in a non-blocking fashion. Detailed responsibilities include:

· Asynchronous task invocation

· Local

· Out of Process

· Remote

· Multicast across the previous three

· Task management

· Traverse running tasks

· Stopping and pausing tasks

· Checking status on tasks

· Raise appropriate events



Figure 26 Task Dispatcher Layers

The Task Dispatcher, like the Even Manager, participates in the same Layers pattern. This pattern helps provide location transparency between the invoker and the task.

NOTE: Consider Message Driven Bean (MDB) registration as receiving side of Event Manager/Task dispatcher layer. Registering the bean is essentially event layer and invoking the bean is essentially Task dispatcher layer. We could register one MDB per type of “dispatchable” operation and drive the event messages as parameter packets or we could register one generic task MDB and pass the event as a dehydrated command object following the command pattern. Then the MDB merely dehydrates an instance of the command at the destination and executes it.

Scheduler

· +Interfaces Implemented: Scheduler, JMX
· Component Dependencies: Error! Reference source not found., Error! Reference source not found., Log Manager


Figure 27 Scheduler Components



Figure 28 RioGrande 1.1 Thread Model for Scheduled Backup

VersionHistory Service

· Interfaces Implemented: Version Control Interface, JMX
· Framework Dependencies: Criteria Framework, Extended Attributes Framework
· Patterns Used: Memento
· Component Dependencies: Error! Reference source not found., Log Manager
The Version History service will store, retrieve and version control entity trees in a schema agnostic fashion. The VersionHistory Service will:

· Store and Retrieve versions of entities into a repository in a random access manner

· Support hierarchical structures (trees) of entities under designated root nodes

· Provide traversal of the trees, entities and versions

· Provide the association of Attributes (name value pairs) to the trees, entities and versions.

· Provide flexible selection of stored trees, entities and versions as a function of the data available to the Version History Service interface

· Raise appropriate events

Using the details from the AlterPoint Device Authority (RioGrande) Release 1.1 Product Specification as a model of the type of data associated with the Versioning of configurations in the RioGrande product, the following attributes must be tracked with the entities being version controlled.
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Description

1:Tree

Logical root for the entity tree 

that is being version controlled.

0-M:Tree

A set of Name Value(String) 

pairs

Annotation

1:Tree

An annotation associated to the 

Tree

1:Entity

FQPath of the entity being 

version controlled

1:Version

The time associated with 

storage of the Version

0-M:Entity

A set of Name Value(String) 

pairs

Annotation

1:Entity

An annotation associated to the 

Entity

0-M:Version

A set of Name Value(String) 

pairs

OS

1:Version

The OS related to this version of 

the Entity

OSVersion

1:Version

The Version of the OS

Author

1:Version

The Author of the version

Annotation

1:Version

An annotation associated to the 

Version

1:Version

The Version of the Entity stored

Version Size

1:Version

The size of the stored Version

1:Version

The mime type of the stored 

Entity

Entity Type

Entity Version

Data



Root

Extended Root Attributes

Path

Timestamp

Extended Entity attributes

Extended Version Attributes


Table 1 RioGrande Version Control Feature Data

In order to remain agnostic of the problem domain schema, versions will be serialized in and out of the interface using InputStreams and OutputStreams. Associated with each entity will be a type descriptor to associate format metadata to the stream. Figure 29 and Figure 30 shows the Version Control Components and core classes associated with the Version Control Service respectively. For details, see the documentation.



Figure 29 Version Control Components



Figure 30 Version Control Service Interface Classes

Device Interrogator

Design to consider: The device interrogator presents a particular problem regards versioning of adapters and whether multiple versions will be supported at a time. Consider a model in which an adapter declares the version of  schema it was developed under and on an interaction by interaction basis a class factory hiding custom class loaders can be used to load a compatible version of java files to interpret the adapter.

Device Administration (Under Construction. Pending detail submission from Jeff Rodgers.)

The Device Administration Service provides the following set of functions

· Store Entities in a repository

· Version Entities in a repository

· Map devices to the entities in the repository

· Expose operations supported by the device or device type

· Backup

· Restore

· Auth

· Identify

· Above Device Administration is a Device Identifier

· Provides reflective interface like getOperations(DeviceID) or getOperations(DeviceType).



Figure 31 Device Administrator Components



Figure 32 Device Administration
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